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Abstract 

In its September 2017 Joint Communication "Resilience, Deterrence and Defence: 

Building strong cybersecurity for the EU"
1
 the European Commission announced the 

intention to support the creation of a network of cybersecurity competence centres to 

stimulate the development and deployment of technology in cybersecurity. In the scope 

of this initiative, the main goal of this document is to present the design and results of 

the survey conducted in order to identify the cybersecurity competence centres (e.g. 

research organisations /laboratories/associations/academic groups /institutions, 

operational centres) in Europe. The survey was open for participation from middle 

January until middle March of 2018 and 665 centres participated. This report also 

presents a scientific and technological development analysis comparing the survey 

results presented here with a desktop research mapping exercise performed by JRC and 

described in a separated JRC Technical Report (“European Cyber Security Centres of 

Expertise, Preliminary Mapping Exercise”)   

 

  

                                                            
1
 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52017JC0450 
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1. Introduction 

In its September 2017 Joint Communication "Resilience, Deterrence and Defence: 

Building strong cybersecurity for the EU"
2
 the European Commission announced the 

intention to support the creation of a network of cybersecurity competence centres to 

stimulate the development and deployment of technology in cybersecurity.  

The first step of this ambitious initiative is the clear definition of the cybersecurity 

context, its domains of application, research and knowledge. The DG-JRC, in 
collaboration with DG-CNECT, proposed a cybersecurity taxonomy and classification 

scheme for this purpose aligning the cybersecurity terminologies, definitions and 

domains. This taxonomy considers the different dimensions of the cybersecurity domain 
using as sources some of the most widely accepted cybersecurity standards, 

international working group classification systems, regulations, best practices, and 
recommendations. The goal of this taxonomy was to provide a high level set of 

definitions and categorisation domains are proposed so that they: 

 can be used by the EC cybersecurity initiatives; 

 become a point of reference for the cybersecurity activities (research, industrial, 
marketing, operational, training, education) in the DSM by all sectors/industries 

(health, telecom, finance, transport, space, defence, banking etc.); 

 can be used to index the cybersecurity research entities (e.g. research 
organisations/laboratories/ associations/academic institutions/groups, operational 

centres/academies) in Europe; 

 meet compliance with international cybersecurity standards; 

 can be sustainable, easily modifiable and extensible. 

The second step of this initiative is the identification and mapping of existing EU 

cybersecurity centres (e.g. research organisations/laboratories/associations/academic 
groups /institutions, operational centres) according to their cybersecurity expertise in 

specific domains using the proposed taxonomy. This mapping exercise was performed 
through two parallel activities:  

 A desktop research taking as input online data from scientific publication 

databases, patent registries, H2020 projects; 

 An online survey addressed to the European cyber-security research entities. 

In the scope of this mapping exercise, the goal of this document is to present the design 
and results of the survey conducted in order to identify the cybersecurity competence 

centres in Europe. The survey was open for participation from middle January until 
middle March of 2018 and over 660 centres participated. 

This report is organised as follows: Section 2 presents a description of the designed 
survey including the questions and information expected to be obtained. Section 3 

summarizes the survey results including a quantitative analysis and a list of missing and 

misplaced survey elements with a mitigation strategy to be followed where the centres 
that participated will be invited to update and complement their data. Section 4 presents 

a scientific and technological development analysis comparing the survey results with a 
manual desktop research. Section 5 finishes this report with conclusions and final 

considerations. 

 

                                                            
2
 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52017JC0450 
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2. Survey Description and Design 

The scope of the survey was to call on all cybersecurity competence centres across the 
EU, whether public or private, to register their organisations and share information about 

their contact details, work and expertise. The expected time to complete the 27 either 
open-ended or closed-ended questions was from 20 minutes to 1 hour depending on the 

level of details shared. The survey also included a glossary of terms defined together 

with the cybersecurity taxonomy. The full survey as published is presented in Annex I, in 
this section only a few screenshots are presented as an example in order to give an 

overview of the information requested. 

The following sections were defined: 

1. General information; 

2. Cybersecurity expertise; 

3. Sectors, applications and technologies; 

4. International collaborations and joint programs; 

5. Confirmation and agreement with the privacy policy. 

The general information section requested the name of the centre both in English and 
national language, department, address, country, website, management and general 

contact information. For the purpose of classification of the entity this section also 
requested the entity type, legal status, types of funding received, and number/type of 

Full Time Equivalent (FTE) employees). The following figure shows the entity type, legal 
status, and funding types made available for the survey participants to choose from: 

 

 

Figure 1. Entity type, legal status, and funding types. 
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The cybersecurity expertise section requested information about the cybersecurity 

domains and subdomains of expertise, which were defined using the cybersecurity 

taxonomy as input. The following figure shows the list of cybersecurity domains 

displayed to the survey participants: 

 

Figure 2. Cybersecurity domains. 

For each cybersecurity domain the participant could specify if they have or not expertise 

in this domain, and in case they declared to have expertise in each particular domain a 

list of subdomains was displayed asking the participant to specify the particular 

subdomains of expertise, a textual description of the core competencies, a list of key 

researchers in the domain, the total number of publications and patents in this domain. 

Considering that the proposed taxonomy may not be complete participants were also 

given the choice to provide using an text field other subdomains of expertise not listed. 

The following figure shows as an example the subdomains defined for the Cryptology 

domain. 
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Figure 3. Cryptology subdomains. 

After specifying the domains and subdomains of expertise the survey participants was 

requested to specify the sectors, applications and technologies. This information is 

useful to further refine and identify the area of work of the centre, for example, 

cryptology work in embedded systems versus cloud computing are of significant different 

nature considering the restrictions of each technology. The following figure shows the 

survey items displayed in this section. 
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Figure 4. Sectors, applications, and technologies. 

In the international collaborations and joint programs section the survey 

participants were asked to informed the number of cybersecurity research projects (EU 

and national), cybersecurity patents, agreements/contracts with industries and 

governments, and memorandums of understanding with other organizations. 

Finally, in the confirmation and agreement with the privacy policy section the 

participants had the option of providing supporting documents and to check the box 

informing if they agree to make the declared information public and confirm that the 

declared information is correct.Survey Dissemination Strategy and 

Analysis of Results 

In this chapter the survey dissemination strategy and the analysis of the results are 

presented. As a disclaimer, the numbers presented here are the straightforward analysis 

of the numbers provided by the survey participants, which in a few cases may not be 

accurate, and no thorough manual analysis of the entries was done. 

2.1. Survey Dissemination Strategy 

The survey was initially disseminated through the following channels: 

- DG-CNECT and DG-JRC social media; 

- DG-CNECT newsletter contacts; 

- ERNCIP mailing list; 

- ECSO mailing lists; 

- The three (3) CSAs (cyberwatching.eu, AEGIS, EUNITY) mailing lists; 

- The National Contact Points network. 



 

10 
 

After the initial dissemination many entities used their national distribution channels to 

further disseminate the survey, for example, national cybersecurity mailing lists, twitter 

accounts, etc. As a result, the dissemination strategy was successful considering the 

high number of participants. 

2.2. Number and Geographical Distribution of Participants 

The total number of surveys completed by March 5th, 2018 was 665, of which 61 

centres provided supporting documents. As it is possible to see in Figure 5, the survey 

results cover all the EU MS plus additional countries having access to the H2020 research 

program. Figure 6 presents the same data showing the number of participants per 

country using a bar chart, with the countries in crescent order considering the number of 

participating centres. 

 

 

Figure 5. Geographical distribution of number of survey participants per country with a color 

legend indicating with darker blue color countries with a higher number. 
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Figure 6. Number of survey participants per country. Non-EU participants are highlighted in in 

grey. 

2.3. Entity Type and Legal Status of Participants 

The responders were clustered per type of institution (see Figure 7), where higher 

education departments were the majority. The “Other” entity type, which ranked 2nd 

place in the participation, clustered together Small and medium-sized enterprises 

(SMEs), private Non-governmental organizations (NGO) and other more generic entities. 
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Figure 7. Distribution of participants according to their entity type. 

Figure 8 summarizes the clustering of entity types per country, showing that among the 

survey participants the bulk on the research activities reported seems to be performed 

mainly by higher education departments (universities).  

 

Figure 8. Distribution of entity types per country. 

Figure 9 shows the overall distribution of all participants according to their legal status 

where the “Other” status usually represents entities without an independent legal status 

(e.g. research centre dedicated institutes or university departments). 

 

Figure 9. Distribution of participants according to their legal status. 
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Figure 10 shows instead the distribution per country and per type of “legal status” of the 

responders (public, private or Public Private Partnership - PPP). It is interesting to note 

how, with a few exceptions, that there is a certain numerical balance between public and 

private organisations, as well as the fact that, despite being a new instrument, PPPs on 

cybersecurity research exist in the majority of the countries of the responders.  

 

Figure 10. Distribution of entities per country according to their legal status. 

2.4. Cybersecurity Domains and Subdomains 

The analysis of the answers related to the domains of research of the responders, shows 

that all of them are covered (Figure 11) at European level as well as per at country level 

(Figure 12). It interesting to note that 39 institutions declared to cover all the 14 

cybersecurity domains. Taking into consideration all the institutions that declared to 

cover at least 10 out of the 14 cybersecurity domains specified in the survey the number 

become an impressive 191.  
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Figure 11. Distribution of participants according to their expertise in the cybersecurity domains. 

 

 

Figure 12. Distribution of domains per country using stacked columns showing total of replies per 

country and partition per domain. 

These graphs however, do not tell all the truth. In fact, by analysing each domain and 

checking the coverage of the related subdomains, it results remarkably less 

homogeneous. In other words, there are relevant sub-domains that are today poorly 

investigated (post-quantum cryptography is a clear example). 

Figure 13 and Figure 14 shows the bar chart listing all selected subdomains and the 

number of participants that selected each of them. Again, since the majority of survey 

participants are of higher education institutions it is no surprise that “Cybersecurity 

education” was selected by almost 400 entities. Another interesting trend the the 

presence of “privacy and data protection” related subdomains in the first positions Figure 

13, meaning that several research institutions in Europe have research interest in this 
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domain. This result could be read probably as a direct effect of the entry into force of the 

General Data Protection Regulation at European level and the general attention is paid 

today at MS level to privacy and data protection issues.  

Identity management, secure architectures and network security score also quite high in 

term of number of institutions working on these domains; again this is not surprising as 

they are historically the “containers” where the majority of general purpose 

cybersecurity research activities fall.  

On the other side of the ranking (Figure 14) it is interesting to note as relevant domains 

such as quantum and post-quantum cryptography, trusted computing, cybercrime are 

addressed in the best case by less than 1/6 of the research institutions which responded 

to the survey.  

The meaning of these results needs to be better analysed. On a side it seems to indicate 

that there is a huge number of horizontal research organisation in Europe, which is, per 

se positive to ensure a geographically homogeneous coverage of all the different 

research domains. On the other, this picture is only superficial, as, when looking into the 

subdomains, it emerges that the majority of the research institutions focus only on a 

minor portion of the research spectrum aggregated under each high-level cybersecurity 

domain. Moreover, the analysis of the scientific literature and the study of the 

participants to cyber-security related H2020 projects (see in the following the related 

section), provides a completely different picture, where few research institutions polarise 

the research and knowledge production. The reasons of this dichotomy might be several, 

but the most plausible is the dispersion of resources (too many actors trying to do all 

with little resources), and the lack of   overall coordination and collaboration. 
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Figure 13. Distribution of participants according to their expertise in the cybersecurity 

subdomains, first half. 
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Figure 14. Distribution of participants according to their expertise in the cybersecurity 

subdomains, second half. 
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2.5. Types of Funding Sources 

Figure 15 shows the overall distribution of funding sources while Figure 16 shows the 

type of funding sources reported for each country. The ratio per country follows the 

same overall proportion with a lower number of international programmes for countries 

with fewer number of survey participants, which may imply that these countries do not 

collaborate internationally as much as the others. Again, this may lead to the conclusion 

that resources are dispersed and there are not enough cooperation/coordination 

schemes in place across borders. 

 

Figure 15. Distribution of funding sources. 

 

 

Figure 16. Distribution of funding sources per country. 

2.6. Type and Number of Employees (FTE) 

Figure 17 shows the number of senior and junior researchers reported overall while 

Figure 18 shows the same numbers considering each country. Overall the proportion is 

the same while some countries have a significantly higher number of senior researchers 

in contrast to junior (e.g. Spain, the Netherlands, and Italy).  
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Figure 17. Overall distribution of FTE declared to be working on cybersecurity be all survey 

participants. 

 

Figure 18. Distribution of FTE working on cybersecurity per country. 

Figure 19 shows the total number of FTEs reported for each country in a map. Since a 

few numbers seemed a bit too large a few survey replies were checked manually 

revealing that many centres did not report cybersecurity specific FTEs but their total FTE. 

Therefore, an update should be requested to the survey participants in order to have a 

better overview of the real cybersecurity workforce of each institution (see Section 3.10 

– Missing Elements and Mitigation Strategy). 

The large number reported revealed that the Centers included in their cybersecurity 

teams all ICT experts in their departments. However, someone may argue that since 

cybersecurity experts work hand-in-hand with ICT experts to design/integrate a secure 

ICT system they are all considered to be in the same team. Furthermore, another 

problem is that since there is not any formal certification of cybersecurity skills, the 

Centres cannot distinguish the cybersecurity experts for the general ICT experts.  

In a future  survey the question needs to be more explicit. 
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Figure 19. Geographical distribution of FTE working per country showing number of thousands (k) 

FTE with a color legend indicating with darker blue color countries with a higher number. 

2.7. Publications 

From all survey participants only 362 reported their publications in at least one of the 

cybersecurity domains. Figure 20 shows the total number of publications reported by all 

survey participants showing a relative low number of patents overall. Figure 21 shows 

the total number of publications reported for each cybersecurity domain, showing that 

cryptology is the domain with the highest number of publications. 
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Figure 20. Total number of declared publications. 

 

Figure 21. Number of publications reported for each cybersecurity domain. 

Figure 22 and Figure 23 shows the distribution of publications per country in a map 

and bar chart, showing that participants from Germany and France together represent 

around 50% of the total number of publications. Again, as already seen previously, the 

number of patents is not particularly significant for any country. 

Cryptography results to be the top ranking domain for what concerns the number of 

publications, however this evidence should be treated with due care as under this 

category of publication are grouped both foundational cryptography (i.e. research where 

indeed new cryptographic schemes and algorithms are designed, evaluated etc.) and 

applied cryptography (i.e. where cryptography developed by others is applied used to 

solve a particular applicative problem). The big majority of publication present in the 

scientific literature under cryptography fall in the second list (simply because the process 

of designing a new cryptographic algorithm based on some mathematical foundation, is 

typically much harder and time consuming than applying existing algorithms on new 

problems). Considering that the majority ICT-related application today has to deal with 

encryption/authentication/signatures, it is then not surprising to see cryptography score 

so high in term of number of publications despite the fact that it is not the top ranked 

domain in term of number of research centres working on it as showed in Figure 13. 
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Figure 22. Geographical distribution of total number of publications per country showing number 

of thousands (k) publications with a color legend indicating with darker blue color countries with a 

higher number. 
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Figure 23. Number of publications per country. 

Figure 24 shows the division of publications for each cybersecurity domain per country, 

showing again fragmentation of the domains across and inside the countries where very 

few publications in many different topics were reported by the countries. 

 

Figure 24. Number of publications for each cybersecurity domain per country. 

2.8. Sectors, Applications and Technologies 

As shown in Figure 25 all the sectors mentioned in the survey are subject of work of a 

number of institutions; however, looking at the distribution among countries (Figure 

26) it is evident for example that the sectors where costly facilities are needed to 

perform cyber-security research (e.g. energy, space, defense etc.) are well covered only 

by those countries which traditionally have more resources available to invest in big 

facilities.  
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This is again confirmed analysing the field of applications (Figure 27 and Figure 28): 

as it is possible to see the fields requiring more investments (HPC, artificial intelligence, 

quantum etc.) are well covered only in countries with traditionally highest availabilities in 

term of investments. 

 

Figure 25. Overall distribution of sectors. 

 

Figure 26. Distribution of sectors per country. 
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Figure 27. Overall distribution of applications and technologies. 

 

Figure 28. Distribution of applications and technologies per country. 

2.9. International Collaborations and Joint Programs 

Figure 29 and Figure 30 shows respectively the collaborations and joint programs 

reported overall for all participants and for each country. These numbers do not report 

the total amount in Euros only the total number, for example, of EU cybersecurity 

projects. 
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Figure 29. Overall distribution of number of international collaborations or joint programs 

declared by survey participants. 

 

Figure 30. Distribution of  number of international collaborations or joint programs declared by 

survey participants for each country 

It seems that many of the Centers have already agreements with the Industries, 

however, froom the answers to the survey, it was not clear that these Agreements were 

Consortium Agreements thru EC projects. The sustainability of these Agreements could 

not be evaluated. In a future version of the survey these points need to be clarified.  

2.10. Missing/Overstated Elements and Mitigation Strategy 

After analysing the survey results a few missing elements from the survey were 

identified where further investigation could be required for a better overview of the 

cybersecurity expertise. A possible mitigation strategy is to update or complement the 

survey questions with the missing elements and to ask the participants to update their 

information. The following list summarizes these elements: 

 Open-ended questions: the survey allowed the participants to specify a few 

items in case the list of answers was not complete considering their entity type, 

legal status, cybersecurity domains, sectors, applications and technologies. These 
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inputs should be taken into considering in order to refine the cybersecurity 

taxonomy and  the set of possible answers in order to make the survey more 

precise, for example, regarding the report legal status Figure 31 shows the 

distribution corrected manually considering additional categories not available in 

the survey; 

 Cybersecurity specific FTE: in a many cases the survey participants reported 

their total FTE, including not only the FTE working on cybersecurity topics, which 

is a relevant information especially considering that some entities reported over 

one thousand FTE. The question that remain open is how cybersecurity specific is 

the expertise of each centre/department; 

 Funding numbers: it would be interesting to request from the participants and 

update regarding the funding received in order to evaluate how much investment 

in cybersecurity is currently available per country; 

 Network and connections: they survey participants could be asked to update 

their answers including the names of the EU projects and list the principal 

collaborating entities in order to define a graph of connections between 

institutions. The same option could be used to define a social graph of 

collaborating researchers from the different institutions, which could be extracted 

automatically from publication databases. To include this information, the survey 

could ask the participants to fill in supporting spreadsheets listing project names, 

researchers, and collaborating institutions that could be processed automatically 

in order to create these collaboration graphs; 

 Software licenses and open source projects: in addition to publications and 

patents the survey participants could be requested to update their response in 

order to include the number of software licenses and list open source projects in 

order to evaluate more objectively technology transfer and collaboration with 

industry;  

 

 

Figure 31. Distribution of participants according to their legal status after manual correction. 
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3. Scientific and Technological Development Analysis 

Scientific and technological developments are not easy to measure. The number of 

publications, the participation to H2020 projects, and the analysis of the number of 

patents could however be used together in order to build a better picture of the scientific 

and technological development in a certain domain. Therefore, in this section the survey 

results are compared with a desktop research in order to provide a better overview of 

cybersecurity expertise and to draw a few conclusions on the data reported by the 

survey participants. 

The details of the of the desktop research analysis are presented in the JRC Technical 

Report “European Cyber Security Centres of Expertise Preliminary Mapping Exercise”, 

while in this section only the relevant evidences instrumental to the survey analysis are 

reported. 

3.1. Analysis of publications 

The analysis of the cyber-security scientific literature (i.e. scientific papers published in 

Conferences and international journals in the last 8 years, see Figure 32) indicates that 

USA is today leading the scientific research in cybersecurity with approximately 2/4 of 

the number of publications. EU follows, with ¼ of the total number of publications 

aggregated publications), while the remaining ¼ aggregates the scientific production of 

all the remaining non-EU countries (dominated by China, Canada and Japan). 

 

 

Figure 32. Scientific publications in Cybersecurity per country (Europe = orange). 

The scientific production seems to cover all the traditional domains of cybersecurity 

(confirming the picture provided by the results of the Survey), however, the majority of 

the efforts are concentrated in the following domains: 

- Security Management 
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- Network Security 

- Data Security and Privacy 

- Cryptology 

It is interesting to note that these domains match with the domains ranking which 

emerged by the analysis of the surveys. 

Concerning this analysis, it is important to underline how the preliminary analysis has 

been quantitative, i.e. the relevance of the publication has not been weighted (a 

publication to a conference here is counted as a publication on an international journal). 

Moreover, even if the four domains just mentioned dominate on all the others in term of 

scientific production, several of their subdomains results underdeveloped (an example is 

Cryptology ranking forth in term of total number of publications, but where the post-

quantum subdomain results poorly developed (again this confirm the picture provided by 

the survey). 

An analysis of the collaboration networks shows how US is the strongest partner of EU 

with regard scientific production in cybersecurity, followed by Switzerland and Israel (see 

Figure 33). 

 

Figure 33. Size of node = Country share of scientific publications in Cybersecurity (size of nodes 

= number project, edge between nodes = project(s) in common, colours identify communities of 

countries collaborating more often together). 

Looking at the distribution of the scientific production among European institutions, 

emerges (as already anticipated in the previous section) a relevant anomaly with respect 

to what declared in the surveys. In fact, more than 190 institutions declared to cover at 

least 10 on the cyber-security research domains. However, the scientific literature 

analysis per domain, shows that each domain is dominated by a restricted number of 

institutions in term of number of publications, and that the numerical difference between 

the top 10 for each domain and the rest of the institutions publishing in that domains is 

not negligible. In other words, the picture that the analysis of scientific publications 

combined with the results provided by the survey gives, is that of a Europe where few 
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institutions polarise the scientific production and are able make a difference in the 

domain.  

3.2. H2020 projects 

This picture of a polarised Europe find some confirmation analysing the participation to 

cybersecurity H2020 projects, where is even more evident this polarisation around a 

number of restricted academic institutions (see Figure 34) 

 

 

 

 

Figure 34. Participants in H2020 Cyber-Security related projects (academic partners). 

It is worth noting that considering the private companies participating to H2020 

cybersecurity projects, the weight of the different countries is quite similar. 
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3.3. Patent Analysis 

Figure 35 provides the picture of the patents in the cybersecurity sector. As it possible to 

see, the patent filling is dominated by China, followed by US, while the EU is not in a 

prominent position. 

 

Figure 35. Patents in Cybersecurity per country (Europe = pink) 

A more detailed analysis (still under validation), shows that the number of patents in 

average filled by a European entity on cybersecurity is around the 5%, with the 

exception of cryptology (21%).  

 

Figure 36. Cybersecurity Publications/Patent ratio per country 
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Considering the ratio between scientific publications and patents, it seems evident how 

to the relatively high scientific production does not automatically correspond an equal 

“innovation” push. There are several reasons that might explain this phenomenon: 

1. The patent filling is a costly and complex process 

2. The collaboration between industry and academies is little, or “consultancy 

oriented” (i.e. one-shot collaborations without a multi-annual collaboration and 

development plan) 

3. The patent analysis is not able to capture completely the innovation chain 

The last point is certainly true for what concerns ICT and cybersecurity as patents 

analysis does not allow to capture for example the phenomenon of software 

development and licensing, for which unfortunately, is not easy to provide a projection. 

However, even considering the fact that a relevant element is missing in the picture, still 

is true that other countries patent much more in cybersecurity than Europe. 
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4. Conclusions 

Between the end of 2017 and the first months of 2018, the European Commission Joint 

Research Centre conducted a study taking account of the input of more than 660 

cybersecurity centres from across the EU, to map the European cyber-security research 

competencies, strengthens and weaknesses. 

The findings emerging from this multi-dimensional analysis are summarised briefly in the 

following paragraphs. 

The analysis put in evidence that, in term of scientific production, Europe all together is 

the second most relevant cyber-security actor in the global research arena (after the 

USA). The same relevance however, is not reflected in the patenting domain. As 

normally patenting is associated to industrial activities, this evidence could be read as a 

weakness in the capacity of establishing (long-term) collaboration between 

industry and academy, which could be translated in the production of patents. 

However, it is worth noting that patents cover only one aspect of the cybersecurity value 

chain with software licensing occupying the other half of the moon. Unfortunately, no 

data is now available to estimate the size and “value” of licensing or other software 

business models based on open source software solutions.  

In this context, the H2020 program has surely contributed to strengthening the relations 

between industry and academia; however, the analysis of the participants to H2020 calls 

related to cybersecurity shows that only few institutions proved to be equally capable to 

successfully and continuously access to the H2020 funds. This phenomenon contributed 

to create a sort of polarisation of the cybersecurity research around few institutions in a 

small number of member states, while other member states benefit more from national 

funding programmes with limited international collaborations. This trend finds 

confirmation also from data collected through the survey (involving as said before, more 

than 600 EU cyber-security research institutes). 

Looking at the answers of the mentioned survey related to the domains covered by the 

research centres in Europe, it emerges that in the Union there are competencies in all 

the domains identified in the EU Cybersecurity Taxonomy, however this consideration 

needs to be carefully weighted.  

The analysis of the research subdomains in fact shows that even in domains where the 

majority of the responders declared to have a stake (e.g. cryptography), the real 

coverage of the subdomains is heavily jeopardised with the majority of the centres 

active in the reality only in a minor number of sub-fields. This results in having 

several relevant sub-domains poorly supported by the research community, or supported 

only by a limited number of centres (post-quantum and quantum cryptography, 

cybercrime research, trust and cybersecurity in AI etc.) (see Table 1). This confirms a 

trend emerged in the scientific literature analysis and means that EU full coverage of the 

cybersecurity domains is far from being complete. 
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Table 1. Most and least explored subdomains. 

At country level, the survey put in evidence that all the MS have cybersecurity 

capabilities. However their capacity to impact on the scientific and technological 

production is heterogeneous with the most influential institutions concentrated in 

few MS (trend confirmed by the H2020 analysis). The coverage of subdomains at MS 

level is as well heterogeneous, probably due to a lack of coordination among national 

funding schemes and priorities.  

The analysis of the sectors of application of cybersecurity research shows again a 

heterogeneous landscape at MS level, with some sectors (e.g. Energy, Space, Defense, 

Transport) strongly developed in a few countries, and poorly developed in all the 

others.  

A possible interpretation of this trend is related to the cost of the infrastructures 

needed to conduct “on-field” research in these sectors, which can be sustained 

only by a few big countries. This finding seems to find confirmation when looking at the 

technological applications covered by research in cyber-security, with those requiring the 

availability of costly facilities deeply explored only by a limited number of institutions in 

few countries.  

In term of work-force (i.e. number of researchers), the survey does not provide a clear 

view: only 1/3 of the responders provided information on full time equivalent (FTE) 

working on cybersecurity research, and in several cases the numbers provided does not 

seem to be realistic (a probable misinterpretation of the related question). Further 

investigation will be required on this particular point. 
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In general, the full picture provided by this analysis shows a European cybersecurity 

research community vibrant, productive and recognised at global level, which however 

has often difficulties in reaching the critical mass to truly make the difference, 

lacks of coordination in synergic domains and which is not always able to 

tightly connect with the industry.  

These last considerations call for the definition of new measures to:  

- Strengthening and enlarging the collaboration of cyber-security research 

organisations across Member States;  

- Streamline and stabilise the R&D cooperation between industry and academy; 

- Better coordinate research funding across the Union; 

- Co-design of research plans between funding bodies and recipients; 

- Support the sharing of highly expensive infrastructures (in an Open Laboratory 

initiative fashion). 
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Annex I – Cybersecurity Survey 

In order to keep this report self-contained in this annex the complete list of the survey 

questions is presented as shown to the participants. 
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